Menu
Project Vinpearl Branding	2
1.	Architecture Overview	2
2.	Infrastructure	3
2.1	prod-vm-bastion	3
SSH Key	3
2.2	VP VPN – Bastion	5
Request access url VPN	5
Create a new account with the required information and download the configuration file.	5
Access url: https://client.pritunl.com/ to download pritunl client	5

[bookmark: _Toc128657530]
Project Vinpearl Branding 

Document Purpose: Infrastructure Handover Document. 
Environment: PRODUCTION
Cloud Provider: Google Cloud
GCP Organization/Project: cloudhms.io/hms-prod-vinpearl-website 
Revisions: 

	 
	Release Date 
	Author 
	Version 
	Description 

	1 
	6/1/2023 
	VinHMS DevOps 
	1.0 
	Init Document. 

	
	
	
	
	


[bookmark: _Toc123856295][bookmark: _Toc2033784588][bookmark: _Toc128657531]Architecture Overview
[image: Graphical user interface, application

Description automatically generated]
[bookmark: _Toc128657532]Infrastructure
[bookmark: _Toc128657533]prod-vm-bastion

[bookmark: _Toc128657534]SSH Key
To access the GC system, administrators are required to access it through SSH Key.

Details: https://console.cloud.google.com/compute/instancesDetail/zones/asia-southeast1-a/instances/prod-vm-bastion?project=hms-prod-vinpearl-website

Configuration:

· Add Key:

+ Name: Infra_SIM
+ Key: ssh-rsa AAAAB3NzaC1yc2EAAAADAQABAAABAQC6jTNq9pAWz2hBhpIiSOxwFeVhF1BMGIe5VRjKqkTX8AKEzSZqFaTuE6wb2Ww+86jtM7/yIMdciBqEGLupYfwwrd09YiK2GnaJtVFtGh8s6BNDrk1TBBURc6xHLol0mBtQD1ZVals3JWTQG3tm1rwoLGdQISQ8zMQtrCqRXb/i8RpCiL2t1qHxDEkvUEuHw0kMyhGzGLfnrBioFZZg3Tb24FMDM2/6f5cdAWRmD3YxvIudw656b1xrCK4BNEq0e/g9y+JThGX1NVi1WvfFjtXLSUcE7UVOe+pvNph/X7UjFw6o7HCK8/1unDYxLuZEVZe0FWVsV4UWsxnaNqJJY0GP infra_SIM

· SSH for Infra team GMO.

+ Name: thanhnh
+ Key: ssh-rsa AAAAB3NzaC1yc2EAAAADAQABAAABAQDFTmNMndabcu9tYWpbVr+Qh4fQpI8G3Vgig7kAW2cmlTQPeel6Qfs+Igilp3XZXzAZ7Tfc0r7kyf5hQxASUegW5Gib+/0F9G5oBObxjvwRvmgp8ylLuq1fCZkwQdOnxyFT+dhfTEJYFTtuKRAbNyMDQ9EcbLPQP4lvMAnWIHNvxMrNWmDbivhVCemLNeRjcaVoV3+URXMVJT+9gCxvXGUh2xmq8fYWhaEVdCaopzicLZCx4jCpnCRZYQA2ATtGTQ3wLBCYxxI08KUPHEnTU0MoBfIsl1bGLRnZJBYfINLT0WgxL2HK1lJfjReTVmHrvEu9ZrQgWEycle2Zu8U6Ngpl thanhnh

· SSH user BA: thanhnh

+ Name: khiem.nguyen
+ Key: ssh-rsa  khiem.nguyen@Khiems-MacBook-Pro-2.local

· SSH user dev: khiem.nguyen

+ Name: thanhtonguyen
+ Key: ecdsa-sha2-nistp256 AAAAE2VjZHNhLXNoYTItbmlzdHAyNTYAAAAIbmlzdHAyNTYAAABBBLKENcS0MHgTq/59iBwMvm2oDj1owG2qBrIC3e4DN+hHEYEM+HwiKFTRIx0E4y5KM1KATKt7HeZFriIFfFYZd+k= thanhtonguyen

· SSH user dev: thanhtonguyen
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IP: https://35.213.137.243
username: "pritunl" 
password: "oRwfn9Jfq5YF”

[bookmark: _Toc128657537]Create a new account with the required information and download the configuration file.
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